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Ready to comply

From Microsoft versus the FTC to child protection rulings,

how legislative changes will shape the year ahead

his year could be a watershed

moment for the videogame industry,
as issues that have been rumbling along
for far too long, including concerns over
data privacy, online safety and loof
boxes, look set to come to a head.
"We're going fo sfart seeing a lot more
implementation of legislation that's been
talked about,” says Anna Poulter-Jones,
an associate in the Computer Games
and Digital Media groups af law firm
Sheridans. “We're going fo be seeing
more of this actually coming into play
and impacting companies.”

There’s a sense that the videogame
industry has largely managed to avoid
intense scrutiny from regulators over the
years but now, according fo Peter Lewin,
senior associate at law firm Wiggin, all
eyes are firmly fixed in its direction.
"You've got the CMA [Competition and
Markets Authority] in the UK looking at the
platforms and looking at the Activision
Blizzard stuff. You've got the data-
protection authorities like the ICO
[Information Commissioner’s Office] in
the UK and the FTC [Federal Trade
Commission] in the US. You've got
advertising and markefing regulafors
like the ASA [Advertising Standards
Authority],” Lewin says. “The games
industry has been under the radar, |
think, for legislators and regulators for
surprisingly long — and now, just
because of how big games are getting,
they're being spoken about in the same
breath as tech companies and social
media companies.”

The biggest regulatory issue currently
facing the industry is undoubtedly
Microsoft's $68.7 billion takeover of

OPT ME OUT

Alex Tutty thinks
games will have to
start being designed
from the ground up
with privacy concerns
in mind, which means
collecting only
essential data from
users. “Regulatory
bodies, if they come
knocking on the

door — and they do
come knocking at the
door for a number of
clients — ask questions
like, ‘Have you
considered the impact
of the data
collection?’ ‘Does it
need to have this?’
And if it doesn't,
you're in breach.”

As requirements get
stricter with the wave
of new legislation,
Tutty thinks we'll see
more options to opt in
to the likes of voice
communications and
data tracking rather
than them being on by
default, as well as the
ability to delete or
change your personal
data that is held.

Anna Poulter-Jones,
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Computer Games
and Digital Media
Groups, Sheridans

Activision Blizzard. The FTC issued a
lawsuit in December in an atfempt to
block the deal, citing its pofential fo
harm competition in the market, and the
hearing is due fo take place in August.
But either party could appeal whatever
decision is made, meaning any kind of
resolution could still be a long way off.

There’s also the problem that the
deal sfill has to be approved in other
markets across the world. Julian Ward,
head of games at the UK low firm Lee &
Thompson, thinks that “both the UK and
the European Union will be
influenced in some shape
or form by what happens
in the US with the FTC,”
but notes that the EU has
hinted that it has received
a lot of negative responses
fo the takeover from its
survey of developers.
Then again, the deal has
been approved in Chile,
"and it's likely that South
America is going fo move in that direcfion
as well,” he says. If the deal ends up
being approved in some countries but not
in others, it would be “a real pickle,
legally, in terms of which legal entities
and corporate entities are allowed fo exist
within cerfain territories, and whether or
not there are restrictions and separations
of the companies.” Whatever happens,
he reckons it's likely that legal negotiations
over the deal will drag on into 2024.
David Hoppe, founder and managing
partner of the tech-focused legal firm
Gamma Law, thinks there are three
possible ways in which some kind of

“Both the UK

and the EU will

be influenced in
some form by what

happens in the
US with the FTC”

resolution could be reached within the
next year. One would be a sefflement
between the FTC and Microsoft, although
he argues that this is unlikely. “I's hard for
me fo see what Microsoft could offer as a
concession that they've not already
offered,” he says, adding that af the start
of January, the FTC said it was not
engaged in any significant discussions
with Microsoft about a possible
sefflement. Another way would be for the
losing party to accept whatever decision
is made at the hearing in August, without
appealing. And the third way is for
Microsoft fo cancel the
takeover altogether.

“From my perspective,
that's probably the most
likely outcome here,”
Hoppe says. Ward points
out that the deal is already
a massive drain on the
company. “Microsoft
obviously has very deep
pockets, but just the cost in
terms of money, in terms of
time, in ferms of resources: it's a big
burden upon Microsoft to deal with this
challenge.” He adds that the longer
Microsoft pursues the deal, the bigger
the termination fee it would have fo pay
should it decide to abandon the fakeover.
That fee, stipulated in the merger
agreement, started off at $2 billion. At
the time of writing, it was set fo rise fo
$2.5 billion on January 18; after April
18, it will increase to $3 billion. If
Microsoft wants to cut its losses and run,
it would make financial sense to do it
sooner rather than later. “It will be
inferesting fo see whether Microsoft is



Microsoft has

reportedly offered
cdncessions to getits 7
takeover permitted,
including a ten-year
deal to keep Call Of
Duty on PlayStation
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in it for the long term,” Ward says. “If
they are, | think legally they've gof a
reasonable chance to get it through.”

Another legal issue ihat's sef o cast
a shadow over the industry for the year fo
come is the question of loot boxes. In the
UK, the results of a 22-monthlong
government consultation on loot boxes
were finally reported in July. “Lawyers like
me were waiting with bated breath fo see
what was going to happen,” Ward says.
In the end, the UK government veered
away from declaring that loot boxes
constituted a form of gambling, as the
Belgian government had done in 2018,
even though the report found a “stable
and consistent” association between loot
box use and problem gambling.

"The recommendation is that the
game sector should selfregulate, and it's
likely there’s going to be some specific
requirements for selfregulation that are
going to be implemented,” Ward says.
These requirements will be outlined af
some point in 2023, and will involve
making sure that under-18s have parental
consent to purchase loot boxes, as well
as providing spending controls and
transparent information. “There's actually
a similar type of law already in place in
South Korea, where there are caps on
the amount that users can spend,
depending on if they're over 18 or
under 18, Ward says.

In the meantime, it's up fo the
videogame industry to set its affairs in
order, or face further action. “The
government will probably assess how
well selfregulation is going affer a certain
period of time,” Ward says. “If it's not
going well enough, then they may look
fo impose legislation.”

The UK government isn't the only one
taking a closer look at loot boxes. In the
Netherlands, authorities declared in
2018 that loot boxes with content that had
‘realworld value’ could be considered
gambling, and the governments of
Australia, Spain and Finland are all
currently examining potential laws that
could restrict the sale of loot boxes in
some way. In Finland, Poulterjones says,
"they are looking at expanding the
definition of a lottery, and if that were

In the US, the Federal Trade Commission has fined Epic a record $275 million for collecting data on Fortnite
players under the age of 13 without parental consent, plus $245 million for incorporating ‘dark patterns’

to include virtual profits, even if it wasn't
a monetary prize, loot boxes could be
considered a form of gambling.”

But Alex Tutty, head of the Computer
Games Department at Sheridans, warns
that passing a law that isn't adhered to
could be potentially damaging. “looking
af Belgium, obviously loot boxes are
banned there, but their fop-grossing
games are all lootboxbased games,”
he says. "It doesn't make the regulatory
authority look very good if they're clearly
doing a bad job of implementing the
law.” And such laws face being picked
apart by the courts. In March 2022, as
Ward notes, a Dutch court found that
Player Packs in EA's FIFA games did not
consfitute gambling. “[The court] stated
that actually the determination of whether
or not the loot box is regarded as
gambling needs fo be assessed in the
context of the game as a whole,” he
explains. “And on that basis, there's
always going to be a skil-based element,
and therefore it wasn't gambling.”

One region that doesn't seem likely to
change its stance on loof boxes in the
near future is the United States. “From
fime to time, a legislator gets a certain
amount of complaints from people in their
district,” Hoppe says, “and they feel that's
some opportunity fo perhaps gef some
press about how they're standing up fo
the game companies that are frying fo

corrupt the children. But it does seem
unlikely fo me that we're going fo see
much further development in the law in
the United States on this subject.”

However, US authorities are
showing increasing inferest in matters
of data profection and online safety. In
December, the FTC fined Epic Games
a record $275 million for violating the
Children’s Online Privacy Protection Act
[COPPA) by collecting data on Fortnite
players under the age of 13 without
parental consent. The FTC also slopped
Epic with a further $245 million fine for
using 'dark patterns’, such as
counterintuitive button configurotions, to
trick players into making accidental,
unwanted purchases.

In the same month, seven members
of Congress wrote to major gaming
companies, including Sony, Microsoft
and EA, fo ask what they are doing to
combat harassment and exiremism in
online games. The move was in response
to a report from the Anti-Defamation
Lleague which found that reports of
harassment in online games have
increased steadily over the past four
years. It found that 66 percent of people
aged 13 to 17 have experienced
harassment in online games.

"There is this ongoing conversation
about what the responsibility is in the



United States for moderating user-
generated communications,” Hoppe says.
So far, this has mostly focused on social
media platforms, but videogames are
likely to be affected by any legislation
that concerns online communication and
data privacy. Hoppe also gives the
example of the California
Privacy Rights Act (CPRA),
which became operational
on January 1 and gives
California residents,
among other things, the
right to limit the use and
disclosure of their sensitive
personal information. He
thinks similar action might
be taken at the federal
level, although in essence
he notes that the law applies nationwide
already, since if online businesses want to
sell their services to California residents,
they will have fo apply the changes.

In the UK, the Online Safety Bill (OSB)
could shake things up considerably if and
when it comes info force, potentially later
this year. “The OSB will have the power fo
require games to be removed if publishers
are not abiding by their requirements and
the online safety legislation,” Ward says.
"There is a particular focus on children, but
it's broader than children — it covers any
form of discriminatory content, particularly
where there is peerto-peer sharing of

“The ICO is
looking at not just
the biggest game
companies but
even some smalll

UK studios”

content or user-generated content, which
obviously a lot of online games allow.
And also it covers not simply illegal, but
morally dubious content as well, so there's
quite a broad definition in there in terms
of what is regarded as harm to children.”

The OSB will sit on top of the
Children's Code, which
was infroduced by the ICO
in 2021. "It essentially sets
down a bunch of additional
guidance around how the
data profection authority
would expect businesses
to apply GDPR o kids,”
Lewin says. “The Children’s
Code is having an actual
impact right now, because
the ICO is actually going
out there and looking af not just the
biggest game companies, but also
even some small UK studios.”

In addition, there's the EU Digital
Services Act, which will be enforced from
January 1, 2024. "That deals with illegal
content, fransparent advertising [and]
disinformation, and that will be
applicable for anyone who has users or
players in the EU," Poulterjones says.
“There will be a bit of overlap with the
OSB, so there's going fo be quite a lot of
legislation in this area to keep tabs on.”

These changes are going to have a
big impact on game publishers, Tutty
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says. "Rather than just having one privacy
policy that you could use for all your
games, you're probably going fo have a
privacy policy per game, and then it's
going to be changed and amended per
territory.” He adds that games,
particularly those aimed at children,

will have to be carefully designed so

that they only collect relevant data.

In light of all this legislation to ensure
that content is age-appropriate and that
children’s data is not collected without
parental consent, Lewin thinks that age
verification will be the hottest topic of the
year. "You can come up with legislation
that says, for kids, ' has to happen,” he
says, "but then you've got this fundamental
question of how do you decide who is @
childe” Companies might be faced with a
Catch-22 situation where they are
forbidden from collecting dafa from
children, but need to collect some
information to verify that they're children
in the first place. Simply ticking a box fo
say you're over 18 is unlikely to cut it for
accessing more violent content, so Lewin
thinks game companies will have o rely
on thirdparty services to verify users” ages,
or the onus might be put on the platforms
rather than the developers or publishers.
Alltold, Lewin says, it makes for a difficult
landscape for videogame businesses to
operate in. “It is very complicated. And
it's getting more complicated.” M

Do Player Packs in EA's
FIFA games constitute
gambling? Not
according to a court
in the Netherlands

LIGHT RELIEF
Looking ahead, Alex
Tutty points out that
UK developers could
see some changes

to government tax
relief schemes. “The
Treasury, HMRC and
the BFI have opened
up roundtables to
consult with the
creative industries
about whether the
tax reliefs are right,
proportionate and are
doing the job they're
meant to do,” he says.
He gives the example
that UK developers
can currently claim
for outsourcing work
done in the EEA, which
conceivably could end
up being restricted

to the UK. If that
happened, he says,

it would “have a
huge impact on a

lot of businesses.”




